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1. INTRODUCTION

The internet of things (IoT) is a relatively recent invention transform the way people live, work, and
enjoy life [1]. In industries like manufacturing, health, agriculture, education, and tourism, this technology
gives businesses and organizations enormous business value [2], [3]. IoT is a new paradigm for
communication like uses sensors to let objects detect their surroundings, talk to another, and transfer data on
the internet [4], [5].

In the years that follow, there will be an unprecedented amount of IoT devices associated to the
internet [6], [7]. The availability, integrity, and data privacy are seriously endangered by its growing volume,
and malicious actors may exploit all of these aspects [8]. IoT security has gained more attention as a result of
a number of innovative apps that make use of connected devices that have been developed recently [9, 10].

Considering the security measures, it is vital to build a security model for an IoT environment [11].
To prevent harmful users from gaining unwanted access to data sources, data-oriented security measures
must be prioritized. Many artificial intelligence (Al) approaches, including convolutional neural networks
(CNN), support vector machines (SVM), Bayesian networks, and deep belief networks (DBN), are widely
used to identify patterns of unusual behavior in IoT networks [12]-[15]. Al is a useful tool that can be used to
detect harmful assaults in a timely manner. Even though intrusion detection for IoT networks utilizes a lot of
DL techniques, security remains an issue [16], [17].
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These studies demonstrate several strategies for enhancing loT security using efficient intrusion
detection systems (IDS) solutions that make utilize of DL, cloud computing, and specialized algorithms [18].
IoT platforms pose a number of challenges, including computational overhead, the complexity of integrating
with diverse platforms, managing false positives and false negatives, the inherent cybersecurity risks, the
optimization of IDS for resource-constrained environments, the variability of dataset quality, and the
emergence of cyber threats within IoT ecosystems [19]. To overcome these challenges several studies like
encoder-decoder [20] techniques has been used, yet have posed some challenges [21].

In 2020, Rani and Kaushal [22] suggested a supervised ML technique-based, uniform IDS that is
both efficient and uses a Random Forest classifier. The limited storage capacity and computational limits of
IoT have led to enhance in the popularity of cloud-based IoT. In 2020, Sicato ef al. [23] proposed distributed
cloud framework with software-defined IDS, which provides a safe IoT environment. An efficient IDS is
essential, as evidenced by the rise in both the quantity and range of security threats to these systems. In 2021,
Ullah and Mahmoud [24] suggested CNN model is tested using the ID datasets from 10T-23, BoT-IoT, and
IoT network intrusion. The classes sparta, normal, and scan are correctly identified. The single
misclassification resulted in an FNR of 1.48% for the MQTT brute force assault class.

In 2021, Kalnoor and Gowrishankar [25] provided a high level of security for IoT smart
environments by utilizing the innovative intelligent IDS technique. When compared to alternative algorithms,
the suggested model's accuracy has been 100%. In 2023, Subramani and Selvi [26] proposed an intelligent
IDS to find intrusions in IoT based WSN. By minimizing false positive rates and improving detection
accuracy, the studies conducted with CIDD and KDD'99 Cup datasets for evaluation show that the IDS can
catch the intruders more precisely. In 2023, Alghanam et al. [27] proposed to enhance pigeon-inspired
optimization (PIO) by incorporating a local search (LS-PIO) technique. The recommended approach
outperforms alternative NIDS methods selected from the literature based on the most recent relevant
research, as per the results.

In 2023, Cao ef al. [28] suggested an ensemble learning process on stacking to create a successful
IDS. The experiment's results suggest that proposed IDS may improve IoT device security and reach a huge
accuracy rate of 99.68%, which would eventually benefit the users who rely on these devices. In 2023,
Wang et al. [29] proposed Res-TranBiLSTM, an ID model that considers temporal and geographical
characteristics of network traffic. The results demonstrate that recommended system performs better than
other systems. In 2023, Saravanan et al. [30] proposed to identify intrusions and enhance security by utilizing
the African buffalo (BbAB) system. Better high recall of 99.92% and accuracy of 99.87% are achieved by the
developed method’s performance.

To overcome these issue, offers a DEBIT framework for preventing network attacks on the IoT to
detect intrusions. The following are the contributions of the suggested DEBIT framework:

- Initially, the data is collected from the IoT user traffic and this data is fed into preprocessed techniques
such as data cleaning, tokenization, lemmatization, and stemming.

- The GDCCB-ED approach is used to process the data and forecast whether an attack or non-attack has
occurred.

- The main advantage of the proposed method significantly enhances accuracy in fault prediction by
efficiently capturing long-range dependencies and processing temporal data in real time.

- Evaluations of the suggested DEBIT framework's performance have been conducted using particular
metrics, including F1 score, detection rate, precision, accuracy, and recall.

The rest of the analysis is arranged as follows: In section 2, finding the literature review on DL
techniques for IDS are displayed. Section 3 presents an explanation of the suggested DEBIT methodology.
The experimental results are given in section 4, and a study summary is provided in section 5.

2.  PROPOSED METHODOLOGY

To overcome the novel proposed in this section, Figure 1 represents the IoT utilizing the DL based
intrusion detection (DEBIT) framework. The preprocessing of the proposed framework includes data
cleaning, tokenization, lemmatization, and stemming. The GDCCB-ED model is used to process the data and
forecast whether an attack or non-attack has occurred. This will be obvious in the final product's quality,
which will use an ideal subset of features and increase the possibility of ID in an IoT environment.
A thorough explanation of the framework will be provided in the parts that follow.

2.1. Data collection

Several datasets have been used by researchers to assess systems. The UNSW in Canberra produced
the BoT-IoT dataset was created for this purpose the UNSW Laboratory. Combining regular traffic with
botnets, the environment was formed. Comma separated values (CSV) files and the original file with a cap
extension were two of the forms in which the data sources were supplied.
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Figure 1. The overall block diagram for the proposed DEBIT framework which contains pre-processing and
GDCCB-ED model for intrusion detection

2.2. Pre-processing

Data processing is done in advance to get it ready for main processing or additional analysis. The
preprocessing data has split into data cleaning, tokenization, lemmatization, and stemming. The dataset is
initially cleaned in this step-in order to get rid of duplicate records. Nevertheless, we make use of the pre-
cleaned Bot-IoT dataset. Thus, this cleaning step is not important in our experiment; nevertheless, it is
necessary if the original dataset, such as KDD'99, is employed. After data cleaning, the sentence's "tokens,"
or words and punctuation, appear first. In the textbox below, the output inserts pipe characters in between the
tokens. Every inflection is mapped by a lemmatizer to a canonical form called the lemma, which is usually
the form found in dictionaries written in the language of the intended audience. We use the Tree Tagger
lemmatizer in this study. Text stemming alters words to produce alternative word forms using a variety of
linguistic operations, including affixation. For example, "study" is the root of the word "studying”.

2.3. Attack detection using GDCC-ED

Encoder-decoder architecture is used in our suggested GDCC-ED model, as seen in Figure 2. Two
primary components make up GDCC-ED: i) an encoder that uses a GDCC designed to model long-range
temporal dependencies and ii) a decoder for multi-phase network traffic prediction. The proposed framework
combines characteristics such as web-based attacks and network harm in addition to the encoder's output.

2.3.1. Encoder for modelling attacks

Three characteristics distinguish the suggested encoder from the standard CNN or RNN. It makes
use of three different techniques, which are explained in the sections that follow: i) dilated causal
convolutions, ii) gated activations, and iii) residual connections. These techniques help improve learning,
capture long-term patterns, and maintain training stability.
- Causal convolution

Raw audio waves are generated by the deep generative model WaveNet. It is where causal
convolution first appeared. However, web-based attacks represent serious risks to Industry 5.0 infrastructure
when we use them, possibly resulting in the loss of confidential data. In order to reliably detect network
harms as soon as they are possible, it is necessary to automatically extract features using conventional
approaches.

- Dilated convolutions
The attack surface is increased when IoT devices, big data, and cloud computing are combined,
making these systems more at risk for cyberattacks. A network flow happens when two endpoints,
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such as a client and a web server, exchange packets back and forth over a set period of time. In our work, a
system flow is defined as a series of L ordered collections, where L is the total length of a flow. A flow is
denoted as (1).

V, ={X1, X5,...... X VM, eRYA1<i<L €))
Where w is the length of a packet. Describes the distance between variables in a cereal, the absorption value

is the most recent parameter to be produced by extended transformations. The dilated causal convolution [20]
is depicted in Figure 3.
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Figure 2. The architecture diagram of the gated dilated casual convolution based encoder-decoder model’s
which classifies the data into attack or non-attack
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Figure 3. The block diagram of the dilated causal convolution with three hidden layers showing the flow of
information from input to output
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The following is the formal definition of the extended transformation between the foretell and
cereal. This relationship is mathematically expressed in (2).

Rn)=(kxir)n=Ytkt-mn—1It )

Where [ is the absorption value and s is the filter size. More particularly, at [ = 1, extended transformation
simplifies to a typical convolution.

- Gated activation

Sigmoid functions are frequently employed as initiation functions, but in this case, it acts as the
gating function rather than the initiation function. We have selected the sigmoid function as an attenuation
factor for the initiation of the extended transformation since its value range is between 0 and 1. The
advantage is being able to more precisely regulate the flow of knowledge via each buried layer. When taken
as a whole, these roles are called gated activation. Hence, two components make up the learnable convolution
filter: W are divided into W, for gate and W, for filter.

- Residual connection

The input and output of two layers are connected via residual connections. Gated activation [20] is
shown in Figure 4. The residual function makes use of the distinction between a visualization that is applied
to (3).

H(c) =F(c)—c 3

The original visualizing F(c) is more difficult to improve than the residual function H(c). As a consequence,
the original purpose becomes (4).

o=o(c+H()) 4)

Where the activation function is represented by . The addition of remaining connections follows each
GDCC-ED from input to convolution to output.

- Decoder for multi-step traffic forecast

The decoder generates the next state by following a series of sequential steps. It processes the
current input along with the previous state to predict the next output. This output is then used to update the
state for the following time step.

Ff<d> — J(Wv[a<d'1>,x<d>] + bv) (5)
[ %> = g(Wn[a<4"1>,x<9>] + b,) (6)
c~<% = tanh (W, [a<%*>,x<%] + b,) (7)

Where Ff<d>, I3 and ¢~<%> indicate the output gate, hidden state, and candidate for cell state, in that

order. The sigmoid function is represented by o, the hyperbolic tangent function by tanh, and division-sage
combining by o. The (5) defines the size that control the neglect gate's behavior.

—

activations gate

Gated activations

Figure 4. The gated activation mechanism with dilated causal convolution, combining tanh and sigmoid
activations for gating
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3.  RESULTS AND DISCUSSION

The proposed DEBIT method and experimental results are analyzed, and a discussion of efficiency
is presented. Using MATLAB stimulation and a Windows OS with an Intel Core i7 CPU and 16GB RAM,
the DEBIT framework is constructed and evaluated. The Bot-IoT dataset is utilized to examine the efficacy
of the suggested system. The Bot-IoT dataset can be augmented which improves the diversity and robustness
of the dataset, thereby enhancing the effectiveness of the suggested DEBIT framework for IoT intrusion
detection. The efficacy of the suggested framework is evaluated to the following parameters: F1-score, ROC
curve, accuracy, recall, and precision.

3.1. Performance evaluation

In Figure 5, testing and training are conducted. This is to avoid making many attribute calls because
these processes are already interdependent. The fact that the training and testing accuracy rose suggests that
the convolutional neural network's parameters were truly being appropriately tuned. The testing accuracy was
approximately 0 at the beginning and increased to 1 by the thirteenth epoch. Testing loss per batch is still
declining at the conclusion of the eleventh epoch, which is consistent with the condition shown by the loss plots.

For attack and non-attack scenarios, Figure 6 displays the F1 scores, recall, accuracy, and precision.
Here we find the performance ratio, and the non-attack 95.8% and attack 97.8% will occur. The attack is in
the higher accuracy of the graph. The performance ratio for accuracy is 98%. Packet rates for various attacks
over specific time intervals. Figure 7 illustrates how to use the black curves to clearly visualize the network
traffic patterns, which vary depending on the packet type. Network- and web-based attacks stand out in
particular due to the volume of packets they send and cause. Figure 8 displays the ROC curve obtained from
the suggested IDS assessed with the BoT-IoT dataset. In this case, the y-axis represents the true positive rate,
and the x-axis illustrates the false positive rate. Two classes are represented by the ROC curve.
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Figure 5. The testing and training using the Bot-IoT dataset: (a) the accuracy and (b) the loss graph
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Figure 6. The efficiency ratio of the suggested DEBIT approach for attack and non-attack scenarios
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Figure 8. The ROC curve obtained from the suggested IDS assessed with the BoT-IoT dataset

3.2. Comparison analysis

The trade-off between ADR and FAR is represented by a detection rate graph, displayed in Figure 9.
With the same dataset, the detection rate may also be used to compare multiple IDSs. IDS performance over
time can also be evaluated. The time performance is the overall time required by the IDS to identify an
intrusion. The propagation time and the processing time compose this amount of time. In order to process
intrusions in real time, the intrusion detection system's processing speed needs to be as fast as possible.
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In Figure 10, PC graph's x-axis shows recall, F1 scores, accuracy, and precision, while the y-axis
reflects PIO, Res-TranBiLSTM, BbAB, and DEBIT. The results show that for F1-score measurement, the
PIO reached 82.6%, the Res-TranBiLSTM reached 80.4%, the BbAB reached 71.6%, and the DEBIT
reached 88.4%. For accuracy, the performance with a score of PIO reached 85.4%, the Res-TranBiLSTM
reached 92.5%, the BbAB reached 85%, and the DEBIT reached 99.5%. Based on these results, the deep
learning techniques are all calculated based on performance comparisons. Table 1 depicts the trends of the
runtime of the suggested with existing architectures in different epochs. According to this table, the proposed
architecture has achieved the shortest runtime.

Figure 11 shows the scalability efficacy is compared with the other existing approaches. This
suggests that the DEBIT approach efficiently handles increasing amounts of data without a significant drop
in performance, which is a key advantage when dealing with larger datasets. The consistent performance
across all transaction sizes shows that the DEBIT model is reliable and robust for handling varying data
loads, unlike the other models, which show fluctuations and instability in scalability.

The proposed method is designed for practical implementation in clinical settings to enhance the
accuracy of medical diagnoses through automated image and data classification. By integrating this system
into healthcare facilities, medical professionals can leverage advanced machine learning models to quickly
and effectively analyze patient data, leading to early detection of diseases such as cancer or cardiovascular
disorders. The real-time capabilities of the model allow for more immediate diagnostic insights, reducing
patient waiting times and improving the quality of care. Additionally, this method could be applied in remote
and under-resourced areas, providing access to high-level diagnostic tools in regions where specialized
expertise is scarce. Ultimately, the proposed system not only augments the decision-making process for
clinicians but also contributes to better patient outcomes through more personalized and precise treatment plans.
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Figure 9. The attack detection rate comparison of suggested method with existing approaches
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Table 1. The runtime with different epochs comparison of suggested model with other existing models

Techniques Epoch
30 60 90 120 150
PIO [15] 110 185 239 310 389
Res-TranBiLSTM [17] 101 175 246 361 429
BbAB [18] 91 169 224 296 351
DEBIT [proposed] 74 145 196 275 321
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Figure 11. The scalability comparison of suggested method with other existing methods

4. CONCLUSION

In this paper, a DEBIT has been proposed which detects the intrusion using deep learning
techniques efficiently. The suggested method's efficiency has been evaluated by a common Bot-IoT intrusion
detection dataset. The suggested DEBIT framework has been assessed using MATLAB simulator. Metrics
such as recall, precision, F measure, accuracy, and detection rate have been utilized to evaluate the efficacy
of the suggested DEBIT approach. According to experimental data, the proposed method has a greater
accuracy of 99.5% compared to the 85.4%, 92.5%, and 85% accuracy of existing techniques like PIO, Res-
TranBiLSTM, and BbAB. To predict the packet into attack and non-attack. Future plans call for examining
various IoT devices, investigating new technologies, and conducting tests using various IoT device data that
has been compromised by the hack.
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