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 As contemporary power grids are becoming more complex with the 

integration of renewable energy sources, distributed generation, and smart 

grid technologies. Conventional contingency analysis techniques, based on 

centralized architectures and static rule-based evaluations, tend to be 

inadequate in real-time fault detection, automated response, and 

cybersecurity. This paper suggests a hybrid approach that combines machine 

learning algorithms with blockchain technology to improve both predictive 

intelligence and security of contingency analysis. For the IEEE 30-bus test 

case, different line outage and generator failure cases were simulated. 

Different machine learning models, such as random forest (RF), support 

vector machine (SVM), and gradient boosting (GB), were trained to classify 

and predict these contingencies. In parallel, cryptographic primitives like 

advanced encryption standard (AES), Rivest–Shamir–Adleman (RSA), and 

elliptic curve cryptography (ECC) were tested in a blockchain setting to 

provide security for event data and enable automatic recovery steps through 

smart contracts. Outcomes illustrate that the GB showed the maximum fault 

classification rate (93.4%), and ECC ensured light yet robust data protection 

for blockchain activities. Against the conventional system, the designed 

model enhanced the response time in case of faults, accuracy, and system 

fault tolerance. This two-layer mechanism presents a scalable, proactive, and 

cyber-safe mechanism for the power grid in the future. 
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1. INTRODUCTION 

The contemporary power grids are becoming highly decentralized and data-driven cyber-physical 

systems. The traditional centralized designs of generation, transmission, and distribution cannot cope with 

renewable sources, electric vehicles, smart meters, and distributed generation that introduce intermittency, 

bidirectional flows, and fast fluctuations in demand variability [1], [2]. To overcome these, predictive 

analytics, real-time monitoring, and automations are part of smart grid programs. Maching learning (ML) 

involves historical and real-time data, which it analyzes to detect anomalies, forecast demand, and predict 

faults [3]. Similarly, blockchain technology is actively researched on safe, decentralized incentivation of 

energy, which offers immutable communication and automatic transactions by using smart contracts [4]. 

Most recent studies have talked about blockchain and machine learning togetherness in the future 

energy systems. Mololoth et al. [5] showed that they can facilitate safe trading of energy as well as smart grid 

control, and Venkatesan and Rahayu [6] introduced hybrid consensus and ML models to enhance the security 

https://creativecommons.org/licenses/by-sa/4.0/
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of blockchains. Nevertheless, most methods separate these technologies in the sense that they apply ML 

exclusively to analytics or blockchain exclusively to security without achieving these systems in a single 

contingency management system. 

Contingency analysis is still necessary when analyzing the behavior of grids under contingencies 

such as line outages, major rises in generator failures, or transformer faults. Traditional rule-based or 

statically simulated models are barely able to adjust to dynamical grid conditions and are incapable of 

assisting real-time decision-making. The further increased monitoring through internet of things (IoT) also 

introduces new points of vulnerability to more severe cyber threats associated with the data manipulation and 

a denial-of-service attack (DoS) [7]. Moreover, centralized systems are single point of failure and cannot 

therefore be deemed reliable when dealing with high-frequency and low-latency environments. 

To mitigate such shortcomings, this paper outlines a hybrid system, which is the integration of 

machine learning-infused predictive analytics and blockchain-enabled automation. Random forest (RF), 

support vector machine (SVM), and gradient boosting (GB) models will be trained using a grid parameter-

based data set such as voltages, active/reactive power, and phase angles that classify fault situations using the 

IEEE 30-bus system. Meanwhile, cryptographic algorithms such as advanced encryption standard (AES), 

Rivest–Shamir–Adleman (RSA), and elliptic curve cryptography (ECC) are also being examined in the 

context of permissioned blockchain to protect the data and initiate the smart contract-based automatic 

response. The originality of this work is that it has a two-tier architecture, where ML models will predict 

early faults, and blockchain will ensure that mitigation measures are implemented safely and autonomously. 

Together, the intelligence and trust layer can decrease response time, improve classification accuracy, and 

improve resiliency. The paper is structured as follows: section 2 will present related work, section 3 will 

include all the information about the methodology of data simulation, training of the ML model, and the use 

of blockchain, section 4 will discuss the results, and the conclusion will be given in section 5 based on the 

main findings and some suggestions on the further directions. 

 

 

2. LITERATURE REVIEW AND PROPOSED APPROACH 

To manage the growing complexity, smart grids require smart control, real-time analytics, and 

automated protection. Machine learning (ML) has turned out to be valuable in detecting predictive faults, 

which allows large scales of data analysis regarding operations. The weaknesses of conventional fault 

analysis were mentioned by Liang [1] and Chandran et al. [2], who pointed out the problem of renewable 

integration and the necessity of adaptive fault response. 

Blockchain has proved to be a solution to secure and decentralized energy management. As 

demonstrated by studies by Song et al. [3] and Choobineh et al. [4], it can improve transparency, 

authentication, and resistance to cyber-attacks. Smart contracts also automate activities including fault 

isolation and load management without the need of centralized manipulation. 

There is little literature on combining ML-based prediction and blockchain-secured automation. 

Theoretical advantages of integration were discussed by Mololoth et al. [5], and hybrid consensus that is 

improved with the help of ML is discussed by Venkatesan and Rahayu [6]. Nevertheless, most 

methodologies address analytics and security independently, which leaves an opportunity to develop single 

frameworks with the ability to provide real-time fault prediction and preventive mitigation with sufficient 

security. The given work fills that gap and presents a hybrid ML-blockchain infrastructure implemented on 

the IEEE 30-bus system and providing predictive intelligence and automation based on cyber-security.  

Table 1 explains the associated terms and acronyms. 

 

 

Table 1. Terminology and acronyms 
Abbreviation Description Abbreviation Description 

AES Advanced encryption standard (symmetric 
encryption) 

GB Gradient boosting 

IoT Internet of things ECC Elliptic curve cryptography (lightweight asymmetric 

encryption) 
RF Random forest ML Machine learning 

RSA Rivest–Shamir–Adleman SVM Support vector machine 

 

 

The suggested architecture combines the ML-based prediction of faults with the secure automation 

based on blockchain technology. Live grid measurements of voltages, power flows, transformer/load 

condition are input to ML models trained on faults in the IEEE 30-bus condition on random forest, SVM, and 

gradient boosting. A permissioned blockchain guarantees the secure transfer of data and automatic operations 
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with smart contracts to isolate faults, shedding the load, and reassigning generators. Cryptographic 

algorithms (AES, RSA, ECC) are compared based on confidentiality and integrity, and ECC has the best 

performance-security trade-off. The architecture offers a predictive, decentralized, and cyber-secure method 

of contingency management that offers a better response time, accuracy, and resilience. 
 

 

3. METHOD 

The suggested methodology is a combination of machine learning to predict faults with blockchain-

based secure automation: a three-tier structure is data simulation, ML-based prediction, and blockchain with 

cryptographic protection and smart contracts. The general process flow, as depicted in Figure 1, entails 

generation of the dataset, contingency simulation, development of the ML, and integration with the 

blockchain. It was tested on the IEEE 30-bus system, which contains 30 buses, 6 generators, and 41 lines of 

transmission, because it is balanced and can be used as a testbed in contingency studies [8], [9]. The 

MiPower was used to simulate fault scenarios such as transmission line outages, generator failures and 

transformer disturbances. Parameters of bus voltages, active/reactive power, and phase angles were measured 

during each run [10]. Each row of the dataset holds a fault type, location, and severity as a labeled grid state. 

Extracting features that were compatible with the latest power-system ML research [11], [12], the final 

training dataset was built with them. This systematic pipework guarantees reproducible and all-inclusive 

emulation of varied fault conditions [13]. 

 

 

 
 

Figure 1. Process flow for building datasets and simulating fault scenarios with the IEEE 30-bus power 

system 

 

 

Three trained ML models, including random forest, SVM, and gradient boosting, were created to 

categorize grid faults. RF, which is a group of decision trees, minimizes overfitting and the results may be 

interpreted through feature importance, making it resistant to noise and unbalanced data [14], [15]. SVM 

finds the best separating hyperplanes and classifies nonlinear patterns using RBF kernels, and thus classifies 

the complex grid behavior [16]. Gradient boosting, a progressive ensemble, collaborates with the previous 

learners and grabs grid search to optimize depth and learning rate, improving the recall of the minority fault 

classes [17]. Formally, given a dataset as in (1). 

 

𝒟 = {(𝑥𝑖 , 𝑦𝑖)}𝑖=1
𝑛  (1) 

 

Where 𝑥𝑖 ∈ 𝑅𝑑 represents the feature vector of grid state parameters (e.g., voltages, power angles), and 𝑦𝑖 ∈
{1,2,3} is the corresponding fault class (e.g., line, transformer, generator fault). Each model learns a mapping 

function, as in (2). 

 

𝑓: 𝑅𝑑 → {1,2,3} (2) 



                ISSN: 2252-8792 

Int J Appl Power Eng, Vol. 15, No. 1, March 2026: 421-429 

424 

That minimizes the empirical risk, calculated in (3). 

 

min
𝑓∈ℋ

(
1

𝑛
∑ ℒ(𝑓(𝑥𝑖), 𝑦𝑖)
𝑛
𝑖=1 ) (3) 

 

Where 𝐿 denotes a classification loss function such as cross-entropy or hinge loss, depending on the model 

architecture. 

The training of models was done with the help of the 10-fold cross-validation, and their performance 

was determined through accuracy, precision, recall, and F1-score. RF and GB are already been proven to be 

good tools in smart-grid fault analytics [18], [19]. The cryptographic evaluation framework is provided in 

Figures 2(a) and 2(b), where the AES, RSA, and ECC are compared in terms of resource efficiency, level of 

security, and speed of encryption. Symmetric cipher is called AES, and it is fast with low latency but has 

difficulties in key management decentralization [20]. RSA is an asymmetric algorithm, which means that it is 

very secure and requires a high level of computation overhead, which restricts its practical use in  

real-time [21]. ECC is an asymmetric scheme, being lightweight and offering the same level of RSA security 

using smaller keys, hence it is suitable in the case of IoT-based power systems. ECC encryption as in (4): 

 

𝐶 = (𝑘𝐺, 𝑃 + 𝑘𝑄) (4) 

 

is effective and safe because the elliptic curve discrete logarithm problem is tough [22], [23]. ECC became an 

optimal compromise between performance and security when it came to the blockchain-based data exchange. 

The smart contract layer makes the operations secure and auditable because it automates the operations, 

including fault isolation, load shedding, and re-dispatching of generators once the ML models predict the 

faults. Every operation is stored on the authorized blockchain, which removes the delay during the manual 

processing and increases the resilience [24]-[27]. 

The blockchain and machine learning components of the proposed structure complement each other 

as demonstrated in Figure 3 to develop an automated, secure, and dynamic system of power grid 

management. Predictive fault detection: machine learning models, specifically, the random forest, SVM, and 

gradient boosting classifiers, process real-time grid data streams continuously. These models predict potential 

malfunctions such as these through the previous system trends and patterns. 

Lastly, the ML and blockchain layers work together to provide predictive and secure grid 

management. ML models do real-time inference on sensor data continuously and identify early warning signs 

of line outages, generator failures, and load imbalance. The blockchain will activate smart contracts to take 

remedial measures when outstanding patterns are observed. This unified pipeline can guarantee tamper-

resistant logs, safe operation, full traceability, and malicious resistance to reorganization- timely, correct, and 

dependable contingency response through the synthesis of data-based forecasting and decentralized 

automation. 

 

 

  
(a) (b) 

 

Figure 2. Framework for secure power grid operations using cryptography and smart contracts:  

(a) comparison of AES, RSA, and ECC based on security and efficiency for smart grids and  

(b) smart contract–based automated fault handling for secure and auditable grid operation 
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Figure 3. Complete architecture of the proposed hybrid machine learning and blockchain model for 

predictive and secure power grid management 

 

 

4. RESULTS AND DISCUSSION 

The section implies the results of the machine learning models, analysis of the cryptographic 

algorithms, and comparisons of the suggested hybrid framework and the traditional contingency management 

methods. Figure 4 and Table 2 demonstrate the overall comparison case of machine learning model and 

cryptographic algorithm evaluation [18]-[23]. GB had the best predictive accuracy of 93.4 percent and an F1-

score of 0.92; thus is the most trustworthy when it comes to predicting faults within dynamic smart grids. RF 

with 91.5% accuracy and F1-score of 0.90, as well as SVM with 86.1% accuracy and F1-score of 0.84, are 

robust to noisy and imbalanced data, but the former achieved higher accuracy and larger F1-score at the cost 

of increased training time. Simultaneously, ECC has become the most optimal cryptography option, which 

has a high level of security and low weight baking when contrasted to AES and RSA, which presents it as an 

ideal cryptography option in the context of blockchain-based automation. 

Table 3 can be used to sum up the comparative features of AES, RSA, and ECC. The encryption and 

decryption rate is the highest in AES, so it is appropriate in high-frequency streams of data, but decentralized 

key management is difficult. RSA is a secure algorithm, but with high computational costs, it is not 

applicable in real-time sensor data. The combination of low computation with high security along with 

smaller key sizes, ECC is the most suitable in blockchain-based smart grids. The level of security that ECC 

provides is quite high, with a relatively low level of computational burden, which justifies its use in the 

proposed hybrid system. 

Figure 5 shows the relative enhancement of the proposed hybrid model compared to the traditional 

methods. Traditional contingency management is based on predetermined regulations and manual control, 

which provoke delays and lack of flexibility. As compared to the hybrid ML-blockchain framework, it 

reached: 

− Accurate prediction of faults is increased by 40 percent, which is due to prediction using ML. 

− The response time is cut in half by 60% (because of automated smart contract execution). 

− Improved data security since the blockchain register cannot be tampered with. 
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− Better cybersecurity, with built-in encryption tools.  

− Decentralized architecture that enables better scalability. 

These findings validate the claim that integrating predictive intelligence with secure autonomous execution is 

a much more effective means at increasing grid resilience and reliability than traditional methods. 

 

 

 
(a) 

 

 
(b) 

 

Figure 4. Comparative performance of the proposed hybrid framework: (a) ML models compared for fault 

prediction accuracy and F1-score and (b) cryptographic algorithms compared for security and computational 

efficiency in blockchain-based smart grids 

 

 

Table 2. Machine learning model performance comparison 
Model Accuracy F1-score Training time Qualitative insight 

Random forest 91.5% 0.90 Moderate Balanced, interpretable, robust to noise 

Support vector machine (SVM) 86.1% 0.84 High High precision, slow training 
Gradient boosting (GB) 93.4% 0.92 High Best accuracy, robust model 

 

 

Table 3. Cryptographic algorithm comparison 
Algorithm Key type Encryption speed Security level Suitability for blockchain 

AES Symmetric Very high Medium Best for fast encryption 
RSA Asymmetric Low High High security, less efficient 

ECC Asymmetric High High Best for lightweight security 
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Figure 5. Stacked area chart illustrates the comparative improvement achieved by the proposed model over 

traditional methods in fault prediction, response time, data integrity, cybersecurity, and scalability 

 

 

5. CONCLUSION 

The research paper suggests a hybrid architecture of machine learning-assisted fault prediction and 

blockchain-based secure automation of smart grid contingency management. Gradient boosting model 

reached 93.4% accuracy and made predictions 40 percent more accurate than the old methods and smart 

contract-based automation lowered response time by 60 percent. ECC turned out to be the most effective 

cryptography solution, which provided good security and low calculation requirements. 

The framework can overcome the main challenges, which are lack of predictive capabilities, manual 

interventions, and cyber threats by providing a scalable architecture, reliable architecture, and architecture 

that is tamperproof. The fact that it can identify, segregate, and overcome failures in an autonomous manner 

is a strong indication of viability in the real world. The future work will be concentrated on large-scale 

validation, low latency edge-AI, federated learning, distributed training, and advanced cybersecurity 

techniques to enhance blockchain-based smart grids. 
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